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1 Introduction  

Pioneered by Al-Riyami and Paterson, the idea of Certificateless Public Key Cryptography1, were 

introduced at 2003 [1] to prevail the inherent drawback of Identity-Based PKC, named Key-Escrow. 

Mentioned problem was resulted by generating the users’ secret key by a malicious or even curious 

Third Party, which has the role of generating private keys assigned to the users. By the use of Private 

Key Generator2, considered channel would be prone to eavesdropping or occurrences of other security 

flaws.  The remarkable work of Al-Riyami et al. could solve this problem by transforming the TTP 

responsibility to only generation of partial keys and named this party Key Generation Center (KGC). 

Hence, each user would be able to create the assigned private key after obtaining the related partial key, 

received by KGC. 

Afterwards, large variety of cryptosystems were constructed over Certificateless PKC Infrastructure [2-

5] such as secret sharing ones in the form of key agreement, key exchange, and key establishment [6-

20]. In general, it is possible to classify the Certificateless secret sharing protocols into two categories; 

pairing-based [6-10] and paring-free [11-21]. By the use of Elliptic Curve, the latter one avoids pairing 

maps, which is known as a heavy cryptographic function (refer to Table1). As a result, pairing-free 

protocols are much more efficient than the pairing-based ones. 

The output of current work would be a Certificateless secret sharing protocol which eliminates the use 

of costly pairings. It is apparent from the comparisons given in section five that the proposed scheme 

would be remarkably more lightweight than other ones. The reminder of this article is following 

sections. The second one assigns to introduce a road-map allocated to related protocols. Next section 

emphasizes on our contribution in the proposed protocol. Section four gives the details of our proposed 

protocol. The fifth section analyzes the performance of our protocol and the related ones. The last part 

is assigned to the conclusion. 

2 Related Works 

In 2003, Al-Riyami et al. [1] could overcome keyeskrew security flaw. Although their work was notable, 

the formal security proof was not provided. Following their work, several Certificateless key agreement 

protocols were proposed also without proving the security [6-9]. Later on, Swanson in [10] could 

introduce a superior security model. However, all of the schemes suffer from high complexity of 

computation of Bilinear Pairings. 

Hence, in order to avoid such an expensive operation various ECC based protocols have been proposed 

regarding to eliminating pairing maps [11-19].According to this idea, several pairing-free Key 

Agreement protocols have been proposed in the context of Identity-Based and Certificateless 

cryptography [22-29]. The security of pairing-free protocols has been investigated widely. For instance, 

it has been shown by the authors of [13] that the proposed protocols in [11] and [12] are not secure. 

Although the proposed protocol in [13] is secure, it consists of nine scalar multiplications which is quite 

high in compare with other existing works. He et al. in [14] could prove that their proposed protocol is 

formally secure under eCK model. However, Sun et al. [15] claimed that mentioned protocol is not 

secure against type1 adversary. Although it is proved that he’s protocol in [14] is secure formally, the 

considered security model is not strong. Although He et al. [16] have proven their proposed protocol 

under strong eCK model, it has been proven by Sun et al. [17] that the protocol in [16] is not secure 

against neither type1 adversary, nor type2. Moreover, it suffers from some flaws in the given proof. 
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Although, Sun et al. [17] had proven the security considering all events. However, the efficiency 

improvement is not significant and gap assumption is not as strong as computational ones [23]. 

3 Our Contributions  

Considering all events to support the security concerns [15], a Certificateless ECC based secret sharing 

protocol is proposed with several interesting features. First of all, due to the use of Certificateless 

cryptography, it does not suffer from complex management of certificates issued by Certificate 

Authority (CA). Secondly, Key Escrow problem is avoided as the Trusted Third Party only generates 

partial keys and the actual private key is unknown to it. Thirdly, beside of using group operations over 

elliptic curves, the proposed protocol has been designed in such a way that requires minimal 

computations. Finally, the proposed protocol supports all necessary security requirements for secret 

sharing protocols. 

4 The Recommended Protocol  

This part introduces mentioned Certificateless secret sharing protocol. Proposed protocol consists of 

following phases. 

Setup: the input would be security parameter, the output are hidden Master-key(𝑠) and public tuple 

Params: 

𝑠 ∈ ℤ𝑞
∗                                                                               (1) 

Params: < 𝑞, 𝔽𝑞 , 𝐸 𝔽𝑞⁄ , 𝐺, 𝑃, 𝑃𝑃𝑢𝑏 , 𝐻1, 𝐻2 >                  (2) 

Here: 

𝐻1: {0,1}∗ × 𝐺 → ℤ𝑞
∗                                                  (3) 

𝐻2: {0,1}∗ × {0,1}∗ × 𝐺 × 𝐺 × 𝐺 → ℤ𝑞
∗ .                     (4) 

Partial-Private-Extract: in this phase, KGC retunes backpartial-private-key(𝑠𝑖 for any entity such as 

𝑖)  after required computations: 

𝑟𝑖 ∈𝑟 ℤ𝑞
∗                                                                           (5) 

𝑅𝑖 = 𝑟𝑖𝑃                                                                           (6) 

ℎ𝑖 = 𝐻1(𝐼𝐷𝑖 , 𝑅𝑖)                                                            (7) 

𝑠𝑖 = 𝑟𝑖 + ℎ𝑖𝑠(𝑚𝑜𝑑 𝑞).                                              (8) 

Set-Public-Private Keys: in this phase, any entity such as 𝑖 computhes its assigned final 

public/private key pair (𝑆𝐾𝑖 , 𝑃𝐾𝑖/𝑆𝑖) after required computations: 

𝑙𝑖 ∈𝑟 ℤ𝑞
∗                                                                          (9) 

𝐿𝑖 = 𝑙𝑖𝑃                                                                         (10) 

𝑢𝑖 = 𝑙𝑖 + ℎ𝑖
′𝑠𝑖(𝑚𝑜𝑑 𝑞)                                            (11) 

𝑈𝑖 = 𝑢𝑖𝑃                                                           (22) 

ℎ𝑖
′ = 𝐻1(𝐼𝐷𝑖 , 𝐿𝑖)                                                          (33) 
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𝑆𝐾𝑖 = (𝑠𝑖 , 𝑙𝑖 , 𝑢𝑖)                                                          (44) 

𝑃𝐾𝑖 = (𝑅𝑖 , 𝑆𝑖 , 𝑋𝑖 , 𝑈𝑖)                                            (55) 

𝑆𝑖 = (𝑅𝑖 + ℎ𝑖𝑃𝑝𝑢𝑏) = 𝑠𝑖𝑃                                             (66) 

Exchange: Participants A and B, compute the key tokens 𝑇𝐴 and 𝑇𝐵, respectively. Then, transfer the 

computed value to the other participant.  

(1) Participant A computes as followed: 

𝑡𝐴 ∈𝑟 ℤ𝑞
∗                                                                        (77) 

𝑇𝐴 = ((𝑡𝐴𝑙𝐴)(𝑠𝐴 + 𝑢𝐴))[𝑆𝐵 + 𝑈𝐵]                           (88) 

(2) Participant B computes the key token similar to what participant A does:  

𝑡𝐵 ∈𝑟 ℤ𝑞
∗                                                         (99) 

𝑇𝐵 = ((𝑡𝐵𝑙𝐵)(𝑠𝐵 + 𝑢𝐵))[𝑆𝐴 + 𝑈𝐴]                           (20) 

Computation: The shared secret must be computed by communicated parties, separately: 

𝐾𝐴𝐵 = (𝑡𝐴𝑙𝐴)𝑇𝐵                                                          (21) 

𝐾𝐵𝐴 = (𝑡𝐵𝑙𝐵)𝑇𝐴                                                         (22) 

The equation (23) indicates that computed values are equivalent: 

𝐾𝐴𝐵 = (𝑡𝐴𝑙𝐴)((𝑡𝐵𝑙𝐵)(𝑠𝐵 + 𝑢𝐵))[𝑆𝐴 + 𝑈𝐴] = ((𝑡𝐴𝑙𝐴)(𝑡𝐵𝑙𝐵)(𝑠𝐴 + 𝑢𝐴)(𝑠𝐵 + 𝑢𝐵))𝑃 

=  (𝑡𝐵𝑙𝐵)((𝑡𝐴𝑙𝐴)(𝑠𝐴 + 𝑢𝐴))[𝑆𝐵 + 𝑈𝐵] = 𝐾𝐵𝐴 (23) 

In order to acquire the session key, parties drive the final value, 𝑘𝑠, according to the equation (24). 

𝑘𝑠 = 𝐻2(𝐼𝐷𝐴, 𝐼𝐷𝐵, 𝑇𝐴 , 𝑇𝐵 , 𝐾𝐴𝐵) = 𝐻2(𝐼𝐷𝐴, 𝐼𝐷𝐵 , 𝑇𝐴 , 𝑇𝐵 , 𝐾𝐵𝐴) (24) 

5 Results and Discussion  

This section presents a comprehensive comparison of the proposed protocol and a subset of related 

works from the computational cost perspective. As noted earlier, recent Certificateless protocols utilize 

elliptic curve based group operations which are much more lightweight than Pairings operation [31,32]. 

As acclaimed in [32] Table1 illustrates that computation of scalar multiplication operation over elliptic 

curves would be considerably less time consuming than computation of Bilinear Pairings. As a result, 

the given comparison excludes pairing-based secret sharing protocols. 

Table 1. Processing time of computing pairing and ECC-based scalar MUL [32] 

Operation Time (m. sec.) 

Pairing 20.01 

ECC-based scalar 

multiplication 

0.83 

Table2 shows the required time complexity for executing group operations by considering Modular 

Multiplication as a unit [33]. 
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Table 2. Group operations complexity of computation [33] 

Notation Definition and conversion 

TMM Time complexity for executing the modular multiplication  

TSM Time complexity for executing the elliptic curve scalar multiplication1𝑇𝑆𝑀 ≈

29𝑇𝑀𝑀  

TPA Time complexity for executing the elliptic curve point addition,1𝑇𝑃𝐴 ≈ 0.12𝑇𝑀𝑀  

TIN Time complexity for executing the modular inversion operation,1𝑇𝐼𝑁 ≈

11.6𝑇𝑀𝑀  

Based on the given information, computational cost of the related works is compared versus our 

proposed one. The details are illustrated in Table3. 

Table 3. Comparison of the proposed protocol and related work from computational complexity viewpoint 

Authors Required computations for 

Exchange and Computation phases 

from A's perspective 

Computed 

exponentiation(Sca

lar Multiplication) 

Computed 

point 

addition 

Computed 

modular 

multiplication  

He et al. 

[14] 

 

𝑇𝑎=𝑎𝑃 

𝐾𝐴𝐵
1 = (𝑎 + 𝑠𝐴)[𝑇𝐵 + 𝑆𝐵] 

𝐾𝐴𝐵
2 = (𝑎 + 𝑥𝐴)[𝑇𝐵 + 𝑋𝐵] 

𝐾𝐴𝐵
3 = 𝑎𝑇𝐵 

𝑎𝑃, (𝑎 + 𝑠𝐴)[𝑇𝐵 + 𝑆𝐵], 

(𝑎 + 𝑥𝐴)[𝑇𝐵 + 𝑋𝐵], 𝑎𝑇𝐵 

[𝑇𝐵 + 𝑆𝐵], 

[𝑇𝐵 + 𝑋𝐵] 

0 

Sun et al. 

[15] 

𝑇𝐴=𝑎𝑃 

𝐾𝐴𝐵
1 = (𝑎 + 𝑠𝐴 + 𝑥𝐴)[𝑇𝐵 + 𝑆𝐵 + 𝑋𝐵] 

𝐾𝐴𝐵
2 = (𝑎 + 2𝑠𝐴 − 𝑥𝐴)[𝑇𝐵 + 2𝑠𝐵 − 𝑋𝐵] 

𝐾𝐴𝐵
3 = (𝑎 − 𝑠𝐴 − 2𝑥𝐴)(𝑇𝐵 − 𝑆𝐵 + 2𝑋𝐵) 

𝑎𝑃, 

(𝑎 + 𝑠𝐴 + 𝑥𝐴)[𝑇𝐵 + 𝑆𝐵 +

𝑋𝐵], 

(𝑎 + 2𝑠𝐴 − 𝑥𝐴)[𝑇𝐵 +

2𝑠𝐵 − 𝑋𝐵], 

(𝑎 − 𝑠𝐴 − 2𝑥𝐴)(𝑇𝐵 − 𝑆𝐵

+ 2𝑋𝐵) 

𝑇𝐵 + 𝑆𝐵 + 𝑋𝐵, 

𝑇𝐵 + 2𝑠𝐵, 

𝑆𝐵 + 2𝑋𝐵 

0 

He et al. 

[16] 

𝑇𝐴 = 𝑎(𝑋𝐵 + 𝑆𝐵) 

𝐾𝐴𝐵
1 = (𝑎 + 𝑠𝐴)−1𝑇𝐵 + 𝑎𝑃 

𝐾𝐴𝐵
2 = 𝑎(𝑥𝐴 + 𝑠𝐴)−1𝑇𝐵 

𝑎(𝑋𝐵 + 𝑆𝐵), 

(𝑎 + 𝑠𝐴)−1𝑇𝐵, 𝑎𝑃, 

𝑎(𝑥𝐴 + 𝑠𝐴)−1, 

𝑎(𝑥𝐴 + 𝑠𝐴)−1𝑇𝐵 

𝑋𝐵 + 𝑆𝐵 

(𝑎 + 𝑠𝐴)−1𝑇𝐵

+ 𝑎𝑃 

𝑎[(𝑥𝐴 + 𝑠𝐴)−1] 

Deng [20] 𝑇𝐴=𝑎𝑃 

𝑍𝐵 = 𝑇𝐵 + 𝑅𝐵 + ℎ𝐵𝑃𝑝𝑢𝑏 + 𝑘𝑃𝐵 

𝐾𝐴𝐵
1 = (𝑠𝐴 + 𝑘𝑥𝐴 + 𝑎)𝑍𝐵 

𝐾𝐴𝐵
2 = 𝑎𝑇𝐵 

𝑎𝑃, (ℎ𝐵𝑃𝑝𝑢𝑏), 𝑘𝑃𝐵 , 𝑢𝑍𝐵 , 𝑎𝑇𝐵 

where 

𝑢 = (𝑠𝐴 + 𝑘𝑥𝐴 + 𝑎) 

𝑇𝐵 + 𝑅𝐵

+ ℎ𝐵𝑃𝑝𝑢𝑏

+ 𝑘𝑃𝐵 

𝑘𝑥𝐴 

Deng Gao 

[21] 

𝑇𝐴=𝑎𝑃 

𝐾𝑖𝑗=(𝑙𝑖𝑗𝑎 + 𝑡𝑖 + 𝑑)(𝑙𝑖𝑗𝑇𝐵 + 𝑇𝑗 + 𝑅𝑗

+ ℎ𝑗𝑃𝑝𝑢𝑏) 

𝑎𝑃, (𝑙𝑖𝑗𝑇𝐵), (ℎ𝑗𝑃𝑝𝑢𝑏), 𝑢𝑉 

where 

𝑢 = (𝑙𝑖𝑗𝑎 + 𝑡𝑖 + 𝑑) 

(𝑙𝑖𝑗𝑇𝐵) + 𝑇𝑗

+ 𝑅𝑗

+ (ℎ𝑗𝑃𝑝𝑢𝑏) 

(𝑙𝑖𝑗𝑎) 
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 𝑉

= (𝑙𝑖𝑗𝑇𝐵 + 𝑇𝑗 + 𝑅𝑗

+ ℎ𝑗𝑃𝑝𝑢𝑏) 

Xie et al. 

[22] 

 

𝑇𝐴=𝑎𝑃 

𝐾𝐴𝐵
1 = (𝑠𝐴 + 𝑥𝐴 + 𝑎)(𝑇𝐵 + 𝑅𝐵 + ℎ𝐵𝑃𝑝𝑢𝑏

+ 𝑃𝐵) 

𝐾𝐴𝐵
2 = 𝑎𝑇𝐵 

𝑎𝑃, 𝑎𝑇𝐵 , (ℎ𝐵𝑃𝑝𝑢𝑏), 𝑢𝑉 

where 

𝑢 = (𝑠𝐴 + 𝑥𝐴 + 𝑎) 

𝑉

= (𝑇𝐵 + 𝑅𝐵 + ℎ𝐵𝑃𝑝𝑢𝑏

+ 𝑃𝐵) 

 

𝑇𝐵 + 𝑅𝐵

+ ℎ𝐵𝑃𝑝𝑢𝑏 + 𝑃𝐵 

0 

Our 

proposed 

Protocol 

𝑇𝐴 = ((𝑡𝐴𝑙𝐴)(𝑠𝐴 + 𝑢𝐴))[𝑆𝐵 + 𝑈𝐵] 

𝐾𝐴𝐵 = (𝑡𝐴𝑙𝐴)𝑇𝐵 

 

𝑢𝑉, 𝑤𝑇𝐵  

where 

𝑢 = ((𝑡𝐴𝑙𝐴)(𝑠𝐴 + 𝑢𝐴)) 

𝑉 = [𝑆𝐵 + 𝑈𝐵] 

𝑤 = (𝑡𝐴𝑙𝐴) 

𝑆𝐵 + 𝑈𝐵 𝑡𝐴𝑙𝐴 

 

Finally, the given data in Table4 is deducted from Table2 and Table3. In this table, superiority of the 

proposed protocol from performance perspective is considerably notable. 

Table 4. Comparison of computational performance 

protocols Required operations Overall 

computational cost 

He et al. [14]  4 𝑇𝑆𝑀 + 2𝑇𝑃𝐴 116.24 

Sun et al. [15]  4 𝑇𝑆𝑀 + 4𝑇𝑃𝐴 116.48 

He et al. [16]  5 𝑇𝑆𝑀 + 2𝑇𝑃𝐴 + 2𝑇𝐼𝑁 + 𝑇𝑀𝑀  169.44 

Deng [18] 5 𝑇𝑆𝑀 + 3𝑇𝑃𝐴 + 𝑇𝑀𝑀  146.36 

Deng , Gao [19]  4 𝑇𝑆𝑀 + 3𝑇𝑃𝐴 + 𝑇𝑀𝑀  117.36 

Xie et al. [20]  4 𝑇𝑆𝑀 + 3𝑇𝑃𝐴 116.36 

Our proposed 

Protocol 

2 𝑇𝑆𝑀 + 𝑇𝑃𝐴 + 𝑇𝑀𝑀  59.12 

It is deductible from Table4that the proposed protocol is notably more lightweight than the others.  The 

rightmost column indicates overall computational cost of the compared protocols. 

6 Conclusion  

The low computational complexity in pairing-free cryptosystems attracted many researchers to propose 

lightweight protocols in this style. Recently proposed Certificateless secret sharing protocols, which 

eliminated pairing maps, still are not as cost effective as expected.  The results of this paper deduce that 

the current proposed secret sharing protocol is remarkably more lightweight than current related ones. 
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