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Internet of Things (IoT) networks has been evolving phenomenally over the past
two decades. Although the devices generally hold relatively low memory, resource
and processing capability, the challenge with its trend is that nodes generate a vast
volume of data. That is where cloud technology kicks off to offer storage space.
An extensive network functioning with cloud assistance might be vulnerable due
to its centralized nature and robustness. Besides, the devices may be exposed to
malicious activities due to weak access control policies. However, cloud technol-
ogy provides a platform on which such a security system can execute. Within the
framework of these criteria, a centralized, secure architecture fails to consider the
mobile and edge devices. This raises many questions about the trust in third-party
cloud intermediaries that cause security and privacy leakages. This paper presents
trust management system mechanism as an excellent component providing secu-
rity solution in the network which not just lessens device’s energy consumption
enhances the network lifetime, as well offers a proficient trust model to guarantee
the network is treated as reliable, free from any sort of malicious attackers in the
IoT system. This describes cluster priority based IoT system with their advantages.
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1. Introduction

The power of individuals to control and better their lives has increased thanks to the Internet of Things
(IoT), which has made it possible for an increasing number of intelligent gadgets and smart sensors to
be connected. However, security issues are starting to surface with IoT, and one of the challenges is the
coexistence of solutions from various vendors, standards, protocols, and community groups. In the
present study, we address the issue of identifying IoT devices by analysing a set of packets from its
high-level network traffic, i.e., network-flow data, and extracting unique flow-based attributes to
produce a fingerprint for each item. We utilise supervised machine learning methods for the
identification task. The suggested approach has the ability to automatically identify connected devices
as well as specific instances of white-listed device types. We also offer a security system model
architecture that enables the implementation of rules for limiting connections from IoT devices in
accordance with their assigned privileges. Trust Management System of Internet of Things: Managing
the trust in IoT devices that are heterogeneous is a very challenging task compared to other kinds of
network domains like WSN, MANET, P2P, Grid, Delay Tolerant, etc. There are different approaches
adopted for trust management to propose a dynamic protocol to achieve its objectives [1], [2]. Mainly,
we have to implement distributed trust management for IoT looking at the pressing and serious issues
it faces to maintain security, privacy, access control, device identification, and management in real-
world applications [3]. The trust management system for optimal performance classifies the design into
five different components, which are explained below their contributions involving specific attributes
and properties in Fig. 1.1
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Fig . 1.1. Trust Management System Model

Trust information gathering: Initial step of this model, which focuses on the trust or and trustee device
properties, their service requirements, and network properties. The information is collected through
knowledge, experience, and reputation means Trust Formation: Essential step for trust computation
decides the number of trust properties that are going to be considered to evaluate the trust. Generally,
the classification of trust property is realized as single or multiple trusts. Also, after designing the trust
evaluation model, this component will analyze the effect of trust results on network performance
measured parameters. Trust Propagation: Dissemination of the trust information is augmented in the
IoT environment through direct and indirect communications. Further, indirect communication is
inferred from historical transaction information of the recommender nodes which provides feedback
on the node's behavior.

2. Trust Accuracy and Resilience Check

Trust management solution is evaluated against the objectives like trust convergence, trust accuracy,
and resilience. Trust Optimization: Elucidate the importance of less energy consumption and a high
trust level efficient solution to establish trust between unknown physical entities in the IoT
environment. Moreover, this solution can be extended to handle scalability, the large scale of device
participation in applications. Trust Update: Update trust value of devices based on trust evaluation
results from the recent trust information. It’s the event driven specific which means trust values are
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calculated and updated once the event is triggered. There are certain prevalent approaches followed to
design trust management systems such as centralized (objective approach) and distributed (subjective
approach). Looking at security requirements at IoT, the most appropriate would be distributed
approach not only it has dynamic adaptability in response to a dynamically changing environment, but
also support scalability to accommodate the vast number of IoT devices.

3. Distributed Approach

In this scheme, each entity contributes towards the process of information exchange when they interact
with each other without any central entity control. Hence, the advantage of using a distributed
approach without a centralized entity is that no single point of failure during operation time can affect
the trust management execution processes [4], [5]. This type of approach has been certainly realized
the reduced efficacy on memory management, computation cost, and convergence time. Centralized
(objective approach): Instead of each entity, in this scheme, the central entity takes the charge of all
trust computation and decision making. To calculate trust about a device, the provider will request the
centralized unit which will do the trust evaluation needful and acknowledge the device about the
decision [6]. The efficacy of this approach is trust computation is global and done by the physical cloud,
outside of the device layer so there is less chance of tampering of trust data but a high risk of the single
point of failure is foreseen during devices interactions with the centralized unit.[7-9]

4. Attacks on Trust

Trust management aims to manage the trust between entities where one entity finds the
trustworthiness of another entity through an automated mechanism before utilizing/providing services
or resources [10], [11]. It's a challenging task to maintain trust between heterogeneous devices. Despite
having an efficient trust management solution, the IoT system is still vulnerable and compromised by
malicious nodes. The effects of adversaries are so detrimental to the network performance, that hamper
the cooperation among distributed nodes, and extremely arduous to find these nodes to keep them out
of network operations. Adversaries can perform against trust management systems through these
different categories of attacks Fig.1.2.
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Fig.1.2. Trust Management Attacks
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Tampering Identity Management: Here nodes will tamper with their device identity and issue fake
identity to the network. Sybil Attack: It will be seen in the information gathering phase of the trust
management system. By breaching the authentication mechanism, the malicious node will create fake
ids for nodes to disrupt the network performance.

Newcomer Attack: This attack is also present in the information gathering phase of the trust
management system. The malicious node will erase its bad history and will come up with a new identity
to join the network.

Inconsistent Behavior: Node will behave differently during operation time with other nodes.

On-Off Attack: This attack is observed in trust formation and dissemination phases and provides
good and bad services alternatively, the behavior is unpredictable and difficult to detect.

Conflicting Behavior Attack: Malicious node provides different types of feedback score to other
nodes; it's not the same feedback score to be shared.

5. IoT Architecture

The different layers of architecture in IoT show that the reliability of the network. Three, four, and five-
layered architectures are available in IoT Fig. 1.3. Each layer in an IoT provides more security. The
architecture provides more concentration on the factors which are affected by the system. After the
development, it is increasing rapidly and its technologies are adopted by the users. There are many
processes done through the internet of things like processing, passing data, security, confidentiality,
transaction used by sensing the devices. Through the technique that the system can be used anywhere
at any time the communications are also possible with IoT [12], [13].

Prevention of attack is done by the layers of the architecture and they provide the solution to the
attacks. IoT is mainly achieving communication between different domains and nodes. Several
communications are done through IoT, so security will be needed. The division of each layer provides
each type of security. The architecture describes the following features as follows:

Develop a layered architecture and each layer shows the different types of attack in IoT. Provide a
proper security mechanism in each attack. Elaborate the layer for more security like four-layered to
five-layered. The development of technologies needs more security. At first, three layered architecture
was proposed. After the development of more technologies in the internet of things, the requirements
and functionalities have not fulfilled the layers. So for more security purposes four-layered and five-
layered architecture introduced. Increasing technologies and the need for security architecture are
increased rapidly in an IoT environment. The functions of architecture are to the position of an object,
the presence of a new object, detection of a place in which the objects are placed.[14-15]
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6. Challenges in IoT

A huge number of devices are connected to the IoT internet world, so there are many open issues and
challenges present. The first challenge is the standardization to provide a uniform approach to all the
technologies used in IoT platforms [16].

Active and Passive Attacks: These attacks can disrupt the communication of the network and retrieve
sensitive data. Threats in an IoT are from both internal and external entities of the system.
Unavailability of resources at that time makes the delay of service delivery in a network. Outdated
hardware and software of devices are not upgraded and very much prone to attacks. No prevention
technologies are available in IoT to protect the users' data privacy. Data are not protected with the use
of conventional cryptographic algorithms and key management. Multiple devices are responsible for
packet transmitting over the network; need an efficient traffic management technique. Traffic analysis
helps to set the special rules for data transmission and receive to avoid any loss or collision. Data
mining is another issue. It allows the sensitive data to be visible to other users. Authentication and
identity management. Identity management needs to offer a capable solution to prevent the devices
from indulging in duplicating their identities. Another challenge is trust management and integration
policies. Trust management does not have a subjective agreement. Providing access control to the
appropriate resource is a major issue in this network. No single networking protocol to secure the
system from malicious attacks. The new invention of the protocol is not an easy one and the network
protocol wants to completely fulfill the user's requirements. The selection of a correct topology is also
another issue. Interaction between the systems, there should a solution to allow seamless
Interoperability operations. Because many devices are connected to the common environment with
different properties and formats which generates the data overhead. Scalability, due to the changing of
an environment the system wants a capacity to grow up their features. The main issue is that the people
cannot make any changes in a system when they change the environmental conditions.

Preservation: The system can be easily hacked by others. Infrastructure is another challenge of trust in
the internet of things. Due to the huge number of devices, the one system that wants to find and
interact with the other system is more difficult.

7. Advantages of IoT

Transmission: IoT supports the data transmission between devices and can remain associated with
lesser failures and more remarkable quality [17].

Automation Control: Without human intervention, the devices can sense and transmit with one
another, sending the vast amount for processing and analysis to cloud servers.

Time Saving: Time saved due to IoT technologies is a very great effort, which attracts the customers
to have this experience

Better Quality of Life: All this innovation has increased comfort, accommodation, and better
administration, consequently improving the quality of life.

Monitor: The main advantages of IoT sensors are their sensing capabilities and capture
sensitive/critical data in a harsh environment. Through these erroneous data, different analytic
functions will take as input and generate valuable decision-making outputs.

Better User Experience: The analyzed data or reports are reaching out to the users through web
applications or mob apps. Also, gathers the user experiences through the reports and improves further.
Lower Operation Costs: This IoT infrastructure is not the fixed number of hardware and software to
achieve the application objectives. IoT level varies from Level 1 to Level 2 based application
requirement [18]. The customer has the flexibility to decide what kind of level will fulfill the application
productivity.
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8. System and Threat Model

In this part, we present a design for a security identification, authentication, and enforcement
paradigm. Our suggested generic solution uses a switch or gateway to link IoT devices to the network
using a wireless or wired IP-network, which may be utilised in both the residential and commercial
sectors.[19-20] IoT devices connected to a network infrastructure are recognized by the model,
allowing them to join and set their network rights. IoT devices already connected to the network will
also be routinely checked against a baseline in order to confirm the accuracy of the identification and
discover any malicious or misbehaving devices. Threat Restricting each related department's rights in
accordance with predetermined standards. [21]These pre-established standards categorise devices into
different privilege zones according to the importance of their communication and data, so defining
where they should be put.[22] Contrasting the current device's actions with a baseline established
through regular communication between the two to help in the detection of rogue (mistakenly classed
as approved) or compromised devices and to restrict their access to network resources and privileges
for further monitoring.
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Fig.1.4. System and Threat Model

Cluster Priority Based Trust Management Protocol The proposed trust based model concentrates on
fundamental issues of IoT and prominently, will address the issue of authentication, access control,
data integrity, and privacy through a trustworthy platform. Further, nodes of the network are
formulated into different clusters based on the initial setup phase of LEACH cluster formation model.
Each cluster is composed of CH (cluster head) and CMs (cluster members), where the CH of each
cluster is selected for its resource richness and is expected to have longer battery life, more storage
capacity with the ability to perform on intra-cluster and inter-cluster appeals [23-27]. Now in the edge
computing layer, the important job of edge nodes is to monitor and collect information from CHs in the
perception layer. Edge nodes with current CHs together will find the optimal CH for each cluster
through trust model defined metrics, which involve the trust calculation. Moreover, making trust
evaluation accuracy high, Identifying impactful trust parameters for the trust model, and selecting
dynamic mathematical formulas for trust aggregation, then the computation is very crucial for
designing and developing the holistic trust management protocol.
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Fig. 1.5.Flowchart of LEACH protocol with Trust Metrics

Fig. 1.5 depicts an overview of trust management architecture comprising main physical entities and
between them, intermediate layer trust management steps are displayed. Initially, cluster formation
and optimal CH selection process started before interactions with the service provider or requester.[28]
The trust formation step defines multi-dimensional properties to be considered for trust computation
to have fast trust convergence and high trust accuracy [29]. Decision making step outlines the best
suitable trust model based device properties and available trust information. Finally, the trust
dissemination step includes the direct and indirect response of devices during interactions so that
communication among the devices inside and outside the cluster will be continued. Based on the trust
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value result, CH will provide feedback on the requester node of other clusters through the edge
node.[30-34] The complete flow of the trust management approach is displayed in Fig. 1.4. Many IoT
application devices are low in energy and low computation power that makes these devices vulnerable
to attacks, therefore our trust management solution provides a secure solution to device-to-device
communication. The detailed algorithm suggests how CH and edge nodes coordinate each other to
handle physical entities interactions without intruding on the malicious nodes [35]-[37]. Also, to
improve the network lifetime and efficient energy consumption, the complete trust evaluation process
is done only by the cluster head for every cluster, whereas in earlier research works service provider
was handling this activity and consumes more energy for trust evaluation process execution and update
of trust value. The trust model dynamic weighted sum (DWS) approach was adopted for our protocol
for assessing the trust scores, which defines trust metrics for computation. It includes all trust
properties which are obtained during the trust formation phase. The uniqueness of this model shows
important aspects of trust management functions, which consider direct observations, indirect
observations, edge node information trust for selecting optimal CH and then, direct observations,
residual energy, required energy after nodes with assigned security groups, community groups,
provider common elite buddies, and finally, additional checkpoints of provider and consumer nodes.

Trust Metrics is characterized for optimal CH selection from the below equation
TVCH = W1DIT + WalIIT + W3NC+ W4EIT

TV(CH): Trust estimation for cluster head DIT: Direct interaction trust of the node
IIT: Indirect interaction trust from other nodes

NC: Neighbor nodes count
EIT: Edge nodes information trust

Where, W1, W2, W3, and W4are weight constants and floating between o to 1decided based on the
intricacy of IoT applications and environmental uncertainty.

Despite energy consumption in local processing inside the cluster for selecting CH, still it provides
multifold benefits to the network. It reduces considerably overall communication overhead inside at
sensing layer and outside to gateway node at edge computing layer, so it reduces the energy
consumption of devices for unnecessary and malicious interactions.[38-42] For a network, improved
network lifetime decides how good the trust management solution stands for the pressing issues that
nodes are facing in the IoT paradigm. As both reduced communication overhead cost and reduced
energy consumption established our solution as a holistic one could address the core issue of device
interaction security.[43-44]

Algorithm:

Information: IoT Network of devices placed randomly having fixed range of communication [45]
Step-1: IoT devices in the network are forming different clusters utilizing clustering model LEACH
and node density inside each cluster will remain the same.

Step-2: Identify the optimal cluster head, then our distributed methodology inside that group, where
residual, required energy, direct trust, and reputation values are considered,

PL (CH,J) = RE;+ REQDE+ TValnode

CH: Cluster head, I: Service Provider, and J: Service requester
PL(CH,J) = Performance Level of Custer Head w.r.to service requester J
RE1=Residual Energy of service provider I

REQDE]= Required Energy of service provider I

TValNode = Direct trust estimation of CH to J

PL(Threshold) = Performance Threshold Level

Integrated PL(CH) = PL(CH,J) + Rep(CH,J)

Reputation, Rep(CH,J) = ¥ (WkDKj ),
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Where k nodes outside its cluster, i.e. from gateway nodes PL (Threshold) is determined by the edge
node depending on the application requirement and device properties. The node having the highest
PL(CH) for intra cluster or Integrated PL(CH)for inter cluster and above threshold level PL(Threshold)
then the node is considered for resource allocation at this moment, otherwise, node requests will be
turned down.

Step-3: CH will maintain key-value pair information for every node inside its cluster, key will be the
identity of the member and value will keep CM's properties like communication protocols, services,
trust value.

Step-4: Based on the service request, the provider’s CH will initiate trust assessment and trust
evaluation of the requester's CH and its appealed node.

Step-5: Calculated the integrated trust value compared with the threshold value, it will be decided if the
resource will be allocated to the requester node or not based on the result.

Gateway ‘<—> ﬂ‘(—) Gateway ‘

069 %go %600

O Cluster Member . Cluster Head

Gateway evaluates nodes Performance Lewvel inside
cluster

Update node j's trust value periodically
according to defined Trust Metrics

Yes

END

Fig.1.6 Multi-Cluster Communication through Gateway
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Step-6: For intra cluster interactions, only Performance Level of Custer Head w.r.to service requester J
is enough to decide if resource allocation will be granted or not, reputation component is not required
in this case, since CH will provide feedback of node in the direct interaction component of trust
metrics. In case of inter cluster interactions; integrated trust value is required which will keep both
Performance Levels of Custer Head w.r.to service requester and reputation score of the service
requester (Fig.1.4).

Result: With this methodology not just, saves the number of additional communications between the
provider and requester, but also improves the network lifetime by saving energy consumption. All the
transactions, service provider, and service requester are consistently under the supervision of
respective CHs and edge nodes (Fig.1.5).

Different color notations are given to highlight the cluster head (CH) and cluster member (CM) in the
cluster and follow a bidirectional communication channel with gateway nodes at all times. Every cluster
will map to its nearest gateway node and further, the processed data will be sent to the sink node which
can save the energy of clusters for prolonging network operations.

The complete trust management flow for our mechanism is highlighted through the flow diagram
(Fig.1.6). After cluster formation, the gateway nodes will supervise the trust evaluation process. For
every cluster, the same gateway or different gateway nodes will leverage trust metrics calculation based
on trust properties. Trust performance level will determine the selection of the node as head and
integrated PL will facilitate the provisioning of services to trustee or requester.[46] The gateway plays a
significant part in dealing with the Cluster, further inter cluster correspondence of nodes. There are
many famous platforms utilized in everyday life which can act as gateway associated with sensor,
actuators or transducers (Table 1.1). Below gateways are following different architecture models,
communication protocols, protocol stacks, and infrastructure usage and design of different IoT levels
for operations. In real time applications, our approach needs to find out the suitable gateway nodes
which can support our proposed trust management mechanism execution successfully. Also, we can
identify special features and characteristics of every gateway along with its hardware details and the
microcontroller embed these gateway nodes and connected to IoT devices[47]

Table 1 Basic IoT Platform and their Link Layer Protocols
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Platform
Arduino Yun

STM32F 4 discovery

Intel Edison

WaRP7

SensorTile
Raspberry Pi 3-Model B

Beagle bone black
Samsung Artik 10

Qualcomm DragonBoard
a410c

Ethermneat
IEEE 802.310/100Mb/s

IEEE 802.3, 10/100Mby/s

IEEE 802.3- 10/100Mb/s

IEEE 802.3 10/100Mby's

No

No

IEEE B02.3 10/100Mby's

IEEE 802.3 10/100Mby's
Mo

No

il
IEEE 802.11/b/g/n

No

No

IEEE 802.11 a/b/g/n

802.11b/g/n

No
IEEE 802.11/b/g/n
NO

IEEE 802.11/b/g/n

£02.11n 802.11a/bfg

Bluetooth
No

No

No

Bluetooth 4.0, LE
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lows energy (LE).
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9. Result and Discussion

Our presented scheme is executed in the simulation environment considering different parameters as
cited in Table 1. The simulation network consists of 100 nodes with a radio range of 100m following the
802.11b communication protocol. The experiment is carried out for 100sec and each node following PL
routing finding a trustworthy node to send packets of 128 bytes size, the traffic source is of type sense
application, which means devices will send packets after accumulating data and remain idle for
sometime before data sense again. Our protocol follows the proposed algorithm for cluster formation,
so 10 clusters are formed from 100 devices present in the network. The bandwidth of the network is 50
kbps with the IPV4 network protocol [48], [49].

Simulation results are obtained by comparing our cluster based distributed management scheme with
the other cluster based schemes to measure trust level. The experiments are based on the analysis of
trust level results with time and also communication interactions overhead with time. The honest
nodes follow the implementation of our trust management protocol, while the dishonest nodes act
maliciously by providing fake recommendations through good-mouthing, bad-mouthing, and self-
promoting attacks to disrupt network communication. The initial recommendation for the trust value
of all devices is set to 0.5.

TABLE 1.2. Simulation Parameters

[Parameter [Value

INo. of Nodes 100

|Area Size 120x120m2
INumber of Clusters 10

[Mac 802.11b
Coverage 100m
Simulation Time 100s

[Traffic Source Sensing On/Off
[Packet Size 128bytes
Routing Protocol [PL Routing Protocol
[Malicious Nodes 10%
[nitialQuality Recommendation 0.5

Bandwidth 50kbps
[INetwork Protocol IPV4

Initial Energy 100

In Fig.1.7 Our methodology doesn't permit the communication interaction overload to occur, which in
turn consumes more energy and drains out the battery power very fast. Our protocol ensures secure
communication inside and outside the cluster of nodes through CH and gateway nodes, so there is very
little probability that malicious nodes will make any impact on device communications. Trust
assessment and evaluation procedures of our trust solution diminish the influence of malicious nodes’
attacks. Reduced communication interaction overload is a positive sign for the design of holistic trust
management protocol, that improved network lifetime and saves more energy for devices.
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Fig. 1.7 Graph for Communication Interaction Overload

Fig.1.8 presents the observations of trust level with time. As it's noticed that trust level increases with
time because malicious nodes are restricted to interfere in network communication. But, in other
models trust value dips down further with time. IoT applications are most critical working in an
uncertain environment holding sensitive data, definitely before sharing data node should be
trustworthy to assign and reprocess further. Our trust mechanism is well suitable for providing security
solution to IoT preventing security attacks. Cluster head (CH) and gateway nodes are authorized for
intra-cluster and inter-cluster interactions with the help of trust value generated from the trust metrics,
together both sensor and edge computing layers are addressing the security challenges with the limited
capacity of nodes [50]. This model is very well implemented for resource constrained devices that are
performing the critical task of providing data through REST API services. Also, other trust performance
metrics can be evaluated in this cluster-based approach by varying the percentage of the malicious
node in the network.

0.8  — Threshold trust lewvel
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— Proposed model
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Fig.1.8. Graph for Trust Level
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10. Summary

Security is a crucial part of heterogeneous devices’ interactions and communications in IoT, therefore
to provide the security holistic trust management mechanism is essential at this point. Our cluster
priority based trust mechanism provides the necessary trust and ensures secure communication
between the service provider and requester. The main advantages of our approach are the increase of
trust level with time and also maximum trust level is achieved through minimum communication
overhead. This solution is capable to curb the damage caused to the network is minimal by malicious
nodes assaulting with bad mouthing attack, good mouthing attack, selective forwarding attacks as
compared to other prototypes of trust mechanism. Also, gateway nodes of the edge computing layer
help in data storage and processing facilitates inter-cluster communication of CHs, after then alleviates
the burden on cluster nodes.

Simulation results show that improvement of network lifetime with efficient consumption of energy.
Further, our future research is underway after finding malicious nodes inside the clusters, then what
actions cluster head will take, will it consider the concept of node migration from one cluster to
another. Migration of low trust/malicious nodes to other clusters will lead to creating high trust cluster
zones before device interactions.
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