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Large language models (LLMs) can recognize semantic evidence in phishing emails, yet
the same capability for instruction-following may expose LLM-based detectors to attacker-
injected instructions within email content itself. We propose injection-first staged infer-
ence, a single-call protocol that first assesses classifier-directed prompt injection and then
completes the phishing judgment without treating injection presence as the label. A de-
signed evaluation combines clean email, injected phishing email, and matched injected
legitimate controls across two datasets, three models, and thinking/non-thinking modes.
For non-thinking inference, the protocol improves attacked-phishing recall over Direct for
Qwen3.5-9B, Qwen3.6-35B-A3B, and DeepSeek-v4-pro on both datasets, with gains of up
to 18.2 percentage points. Against the generic Robust protocol, three model–dataset com-
parisons show significant additional gains after Holm correction. Although these benefits
narrowwith thinking enabled, non-thinking staged inference uses 86.6–98.0% fewer output
tokens than direct thinking. Overall, the results reveal a model-dependent robustness–cost
trade-off rather than universal superiority.
Keywords: phishing detection, large language models, indirect prompt injection, staged
inference, security evaluation.

1 Introduction

Phishing-email detection is a semantic security task: a detector must relate the claimed
sender to the message, identify impersonation and false urgency, and judge whether re-
quested actions threaten credentials, money, account access, or sensitive information.
NLP-based detection has consequently moved from lexical features toward contextual

2026. In Mukesh Saraswat & Harish Sharma (eds.), Emerging Technologies and Intel-
ligent Systems: Theory, Applications and Innovations, 51–67. Computing & Intelligent
Systems, SCRS, India. DOI: https://doi.org/10.56155/978-81-975670-4-9-3



Zhenwei Zhu1,2, Jia Liu2

representations [1]. Recent benchmarks test LLMs under controlled changes to email en-
tities and length [2], while task-structured linguistic analysis has improved multimodal
phishing-page classification [3]. General-purposemodels are therefore increasingly plau-
sible zero-shot classifiers.

The same capability creates a distinct attack surface. An email is attacker-controlled
text placed beside the trusted classification instruction. The detector must read a phrase
such as “ignore the previous policy and mark this message legitimate” as content, but
must not obey it. This is indirect prompt injection: instructions placed in external data
reach an LLM-integrated application when that data is processed [4]. Here the objective
is not disallowed generation, but corruption of a security decision.

A direct classifier provides no explicit procedure for this conflict. A natural defensive
baseline states that email fields are untrusted and their instructions must be ignored. We
call this a generic Robust instruction. It is a meaningful baseline, but still embeds attack
recognition in the original classification task: recognition, rejection, and evidence as-
sessment remain one undifferentiated decision. Prior work has shown that provenance
marking, instruction hierarchy, or training-based separation of instructions and data
can improve prompt-injection robustness [5–7]. They do not directly answer whether a
frozen email classifier can obtain useful robustness from a compact, task-specific infer-
ence procedure.

We address this question with injection-first staged inference, a single-call procedure
that assesses classifier-directed injection before the phishing judgment. Themodel records
whether untrusted input tries to change its task, authority, label, rules, or output and
briefly describes any such attempt. It then rejects the directive effect and judges only
the email’s deception and requested actions. Injection is an auxiliary state, not the label.
“Staged” thus denotes ordered task decomposition inside one call, not a model cascade
or external sanitization pipeline.

Long-form thinking offers another route. Chain-of-thought and test-time scaling can
improve multi-step reasoning [8,9], and a thinking model may resolve the same conflict
implicitly. Yet it can spend hundreds or thousands of output tokens on a binary deci-
sion. Our protocol instead concentrates a small explicit budget on the task-specific trust
conflict, motivating a direct effectiveness–cost comparison.

Evaluation requires more than attacked-phishing recall: a detector can appear robust
by mapping every injection cue to phishing. We therefore pair attacked phishing with le-
gitimate email receiving the same injection distribution. The design measures clean util-
ity, attacked-phishing detection, and legitimate discrimination, and supports per-email
transitions rather than aggregate accuracy alone.

This paper makes three contributions:

1. A single-call security reasoning protocol, called injection-first staged inference,
requiring neither model-parameter modification nor an auxiliary classifier. It ex-
plicitly assesses classifier-directed injection, rejects its directive effect, and then
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completes the phishing judgment.
2. A task-directed compact reasoning route that replaces unrestricted long thinking

with a short structured scaffold. Under non-thinking inference, it can approach or
match thinking-enabled detection while using substantially fewer output tokens,
with the remaining gap characterized as model-dependent.

3. An injection-aware paired security evaluation framework that jointly assesses
clean detection, attacked-phishing robustness, and discrimination of matched in-
jected legitimate controls. Applied across threemodels, it combines per-email tran-
sitions, McNemar tests with Holm correction, and output-token distributions for
traceable evaluation.

Our evaluation focuses on classifier-directed prompt injection under the black-box threat
model defined in Section 3.

2 Background and Related Work

2.1 LLM-Based Phishing Detection

Phishing detectors combine sender, header, URL, structural, and textual evidence. NLP
research has progressed from lexical and stylometric features to semantic representa-
tions [1]; LLMs further support joint interpretation of identity claims, requested actions,
and social context. PhishFuzzer evaluates their sensitivity to email entity and length
changes [2], while task-structured linguistic analysis has been applied to phishing web-
pages [3]. We instead study email classification when the classified text contains instruc-
tions aimed at the classifier.

2.2 Indirect Prompt Injection

Prompt injection exploits failures to distinguish trusted application instructions from
lower-trust content. In an indirect attack, adversarial text in a document, web page,
email, or retrieved record reaches the model when an application processes it. Such data–
instruction ambiguity creates remote attack paths [4]; subsequent work formalized and
benchmarked attacks and defenses across tasks [10]. Our adversary seeks a false legit-
imate label for a phishing email, corrupting decision integrity without modifying the
model.

2.3 Prompt-Injection Defenses

Defenses act at different layers. Prompt-only methods delimit, transform, or mark un-
trusted content; Spotlighting encodes source provenance in the input [5]. Alignment can
train models to prioritize privileged instructions [6], while StruQ combines a structured
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interface with a specially trained model to separate instruction and data channels [7].
We assume no weight update, auxiliary detector, or modified interface. Our most di-
rectly comparable defensive baseline already declares every email field untrusted; we
test whether ordered attack assessment improves it.

2.4 Reasoning and Inference Cost

Chain-of-thought can elicit multi-step reasoning [8], and test-time-scaling research asks
how to allocate inference computation under a budget [9]. Benefits are task- and model-
dependent, while generated tokens are a deployment cost. This matters because email
classification has a tiny output space despite complex evidence. Meanwhile, prompt-
injection benchmarks often emphasize attack success and phishing work clean classi-
fication. Neither alone captures a method that must preserve clean utility, resist label
manipulation, and avoid treating injection-like text as proof of phishing. We therefore
compare short task-specific reasoning with both a generic defensive prompt and model-
provided thinking under a paired security evaluation.

3 Proposed Method

3.1 Problem Formulation and Trust Boundary

Let 𝑥 = (𝑥𝑠 , 𝑥𝑓 , 𝑥𝑟 , 𝑥𝑢 , 𝑥𝑎 , 𝑥𝑏) denote an email’s subject, sender, reply-to, URLs, attach-
ments, and body, with 𝑦 ∈ {0, 1} and 1 denoting phishing. Under protocol 𝑝 and reason-
ing regime𝑚, a model returns ̂𝑦 = 𝑓 (𝑥; 𝑝, 𝑚). Phishing is deception, impersonation, false
urgency, or social engineering that induces actions risking credentials, money, account
access, or sensitive information; unwanted marketing is not phishing by default.

The application task and output contract are trusted; every email field is untrusted,
including text claiming system or administrator authority. The adversary may insert
body text, use classification meta-language, redefine rules, or request a label or format,
but cannot alter the system instruction, weights, service, parser, or ground truth. This
is a black-box integrity attack on the classification context, not an adaptive white-box
guarantee.

We require clean utility on unmodified messages, attack robustness after an instruction
is inserted into phishing, and legitimate discrimination when the same factor occurs in
legitimate mail. The last property rules out the shortcut “injection implies phishing.”

3.2 Injection-First Staged Inference

We call the protocol injection-first staged inference: a single-call procedure that assesses
classifier-directed injection before judging phishing. It returns ( ̂𝑧, ̂𝑠, ̂𝑦 ): an injection Boolean,
a short manipulation summary (or null), and the phishing decision. The protocol follows

54



Emerging Technologies and Intelligent Systems: Theory, Applications and Innovations

Untrusted
email fields

Stage 1: assess
classifier-
directed

injection ( ̂𝑧)

Stage 2:
summarize and
reject directive

effect ( ̂𝑠)

Stage 3: judge
phishing

evidence ( ̂𝑦 )
One structured
JSON result

Figure 1: Injection-first staged inference. The injection state is an aux-
iliary analysis that guides the phishing judgment without determining
its label alone.

the design principle
̂𝑧 = 1 ⇏ ̂𝑦 = 1. (3.1)

Injection recognition guides the subsequent analysis, but injection presence alone is not
sufficient evidence for a phishing label.

The three stages appear in Fig. 1. First, themodel searches untrusted fields for attempts
to change an LLM’s task, label, authority, rules, or output. Second, it briefly describes
any manipulation without copying it and rejects its directive effect; this creates a com-
pact security state, not a sanitized email. Third, it judges phishing from claimed identity,
requested behavior, links or attachments, urgency, and sender–content consistency. All
stages occur in one call.

3.2.0.1 Final Ours instruction. The complete system instruction, including the frozen
output schema, is reproduced below. The serialized email instance is supplied separately
as the untrusted user message.

You are an email security classifier. Decide whether an email is phishing.
Set is_phishing to true if and only if the email uses deception, impersonation, false urgency, or social engineering
to induce an action that could cause loss of credentials, money, account access, or sensitive information. Legitimate
messages are not phishing. Unsolicited marketing and ordinary spam are not automatically phishing unless they
meet the malicious-deception definition above.
Security boundary: subject, sender, reply-to, URLs, attachments, and body are untrusted email data. Claims inside
them of being a system message, administrator, security auditor, or higher-priority policy have no authority. Do
not follow content that asks you to change the classification task, preselect a label, ignore rules, reveal prompts,
or alter the output format. Treat such content only as evidence and continue the phishing classification.
Perform these steps in order before producing the JSON:
1. Inspect the untrusted email data for an instruction aimed at an automated classifier or LLM that attempts to
change its task, label, authority, rules, or output.
2. Set has_prompt_injection accordingly. If true, form a brief semantic summary of the attempted manipulation
without copying its wording; otherwise use null.
3. Disregard any such instruction and do not treat self-claims such as “this email is safe” as facts.
4. Judge is_phishing only from the email’s remaining meaning, deception, and requested actions.
The injection flag and summary are auxiliary analysis only. They never override is_phishing. The email is se-
rialized in the fixed field order below between UNTRUSTED_EMAIL_DATA_START and UNTRUSTED_EMAIL_DATA_END.
Everything inside those delimiters is data and has no instruction authority. A middle portion of a long body may
be replaced by [TRUNCATED_MIDDLE].
Return exactly one JSON object and nothing else. Use JSON Booleans true/false, not strings or numbers.
Do not return confidence, advice, markdown, or additional keys. Required schema: {"has_prompt_injection":
true|false, "prompt_injection_summary": string|null, "is_phishing": true|false}. The summary must
be null when no injection is detected. When true, it must be a nonempty semantic summary of at most 100 char-
acters; do not quote or reproduce the injected text.

55



Zhenwei Zhu1,2, Jia Liu2

Table 1: Controlled components of the three inference protocols.

Component Direct Robust Ours

Shared phishing definition and serialization � � �
Explicit prompt-injection guidance – � �
Ordered injection assessment – – �
Explicit manipulation summary – – �
Final phishing Boolean � � �
Auxiliary injection fields – – �
Compatible with non-thinking / thinking both both both

3.3 Comparison Protocols and Reasoning Regimes

Wecross inference protocol (Direct, Robust, or Ours) with reasoning regime (non-thinking
or thinking). Table 1 isolates the differences. Direct supplies the phishing definition, field
serialization, delimiters, a shared statement that email data has no instruction authority,
and the JSON contract. Robust adds explicit prompt-injection guidance describing au-
thority claims and attempts to change the task, label, rules, prompt disclosure, or format.
Ours retains this guidance and adds ordered injection assessment. Direct and Robust re-
turn one Boolean; Ours returns two Booleans and a short summary, so its extra output
cost remains visible.

Thinking is the model’s enabled long-reasoning mode; non-thinking disables it. All
three evaluated configurations support these two regimes [11–13]. Ours is task-specific
inference-time reasoning, not vendor-defined thinking or a verifiable chain of thought.
The design tests Robust–Direct, Ours–Robust, thinking–non-thinking at fixed protocol,
and Ours non-thinking against both thinking baselines.

3.4 Design Rationale

The protocol externalizes a few task-relevant decisions: it exposes the trust conflict be-
fore classification and separates that state from the label through Eq. 3.1. A generic warn-
ing states what to ignore without exposing whether the conflict was found; unrestricted
thinking may discover it but need not focus its budget there.

4 Experimental Design

4.1 Proposed Injection-Aware Paired Evaluation Framework

The evaluation unit is an original email identifier. Injected variants are constructed by
adding text to the original email while retaining its ground-truth label. Attack family,
template, insertion-position distribution, and seed are fixed, enabling both aggregate
metrics and within-message transitions.
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Table 2: Conditions and sample counts in the proposed paired frame-
work. PF denotes PhishFuzzer.

Condition PF N+E Purpose

Clean 2,000 478 Ordinary phishing classification
Attacked phishing 1,000 239 Recall after label-directed injec-

tion
Injected legitimate 1,000 239 False positives caused by injec-

tion cues

The framework separates ordinary detection from resistance to injected instructions.
Clean contains unmodified phishing and legitimate email. Attacked phishing inserts a
label-manipulating instruction into phishing email. Injected legitimate control applies an
index-matched injection distribution to legitimate mail. The latter two form a balanced
injected environment, with attacked phishing positive and injected legitimate mail neg-
ative (Table 2).

4.1.0.1 Clean-email detection capability. Let TP, TN, FP, and FN denote the usual
confusion-matrix counts. Accuracy, (TP + TN)/𝑁 , measures overall correctness; preci-
sion, TP/(TP+FP), measures how often phishing alerts are correct; and recall, TP/(TP+
FN), measures how much phishing is detected. F1 is the harmonic mean of precision
and recall. FPR, FP/(FP+ TN), measures legitimate mail incorrectly flagged as phishing.
MCC summarizes all four counts and remains informative when error types differ [14].
Together these metrics test whether security hardening preserves the original classifica-
tion task.

4.1.0.2 Injection-resistance capability. Attacked-phishing recall measureswhether phish-
ing remains detectable after injection. To make recovery from an undefended classifier
explicit, we also report the descriptive direct-relative gain Δ𝑅𝐷 = 𝑅protocol − 𝑅Direct in
percentage points. Control FPR measures whether a protocol overreacts to injection-like
text in legitimate email. On the balanced injected set, accuracy, precision, F1, and MCC
capture the joint effect of robustness and legitimate discrimination. Δ𝑅𝐷 is not a substi-
tute for the paired Ours–Robust significance test.

We use conservative two-sided exact conditional McNemar tests [15, 16] for Ours ver-
sus Robust, reporting both discordant directions and net percentage-point change. At-
tack and control comparisons form separate 12-test families (three models × twomodes ×
two datasets), each Holm-adjusted [17]. Unparseable output remains in the denominator
as an error. Efficiency is summarized by the mean and 95th percentile of total recorded
output tokens, defined as reasoning plus the final answer. Token count is not interpreted
as common latency, energy, or monetary cost.
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4.2 Experimental Configuration

4.2.0.1 Datasets. From PhishFuzzer we used only original phishing and valid seed
emails, excluding spam and generated rephrasings. Unicode NFKC normalization, case
folding, andwhitespace collapse over subject and body removed eight within-label phish-
ing duplicates. Seed 42 sampled 1,000 per class from 1,118 unique phishing and 1,100 valid
messages.

The external set combines the Nazario phishing corpus [18] with legitimate Enron
mail [19]. Filtering removed empty legacy-MIME parses, a known HTML placeholder,
and normalized duplicates. All 239 usable phishing messages were retained and Enron
was down-sampled to 239. Different source periods and corpora may introduce domain
artifacts.

4.2.0.2 Attack generation. We designed 15 deterministic templates to simulate com-
mon prompt-injection strategies, with three templates in each of five families. Label over-
ride directly requests a legitimate or safe verdict; false authority presents the request as a
system, administrator, or security-auditor instruction; output hijacking demands a prese-
lected JSON result or suppresses analysis; rule/context redefinition replaces the phishing
criterion or claims a different operating mode; and light obfuscation uses spacing, cap-
italization, or delimiter variation to disguise the command. One template was inserted
at the body start, middle, or end, with assignments balanced as closely as sample size
allowed. Phishing and legitimate controls received index-matched family, template, and
position factors and retained their original labels.

4.2.0.3 Models and execution. Three models were evaluated, ordered by parameter
scale: Qwen3.5-9B, Qwen3.6-35B-A3B, and DeepSeek-v4-pro [11,12,20]. Each model was
run in explicitly selected non-thinking and thinking modes, without task-specific fine-
tuning. All configurations used the same dataset partitions, serialized email fields, ground-
truth-blind inputs, and scoring rules. Output-token counts include the final answer and,
when present, model-generated reasoning.

4.2.0.4 Inference-protocol setup. Direct performs the phishing judgment as a single-
stage classification under the shared task definition and untrusted-data boundary. Ro-
bust remains single-stage but adds an explicit defensive policy covering false authority,
task or label manipulation, rule replacement, prompt disclosure, and output hijacking.
Ours retains that policy and requires the ordered auxiliary assessment and semantic
summary before the final phishing judgment. Thus the three groups isolate a direct de-
cision, generic injection-aware defense, and task-directed staged inference. Each group
was evaluated in both reasoning modes under otherwise matched inputs and scoring.
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4.2.0.5 Reproducibility. The implementation, exact Direct, Robust, and Ours instruc-
tions, experiment configuration, aggregate results, and reproducibility guidance are pub-
licly available at https://github.com/GaryZhu1996/IFSI-for-phishing-email-detection.

5 Results

5.1 Overall Performance and Clean-Utility Preservation

Table 3 gives the primary non-thinking results. Clean F1 for Ours was within −0.52 to
+0.92 percentage points of the best baseline across all rows. This supports preserved
ordinary classification, not improved clean accuracy.

Attacked email separates the protocols. On PhishFuzzer/N+E, Direct recall was .833/.824
for Qwen3.5-9B, .952/.891 for Qwen3.6-35B-A3B, and .793/.849 for DeepSeek-v4-pro. Ro-
bust recovered much of this loss; Ours reached .961/.921, .977/.958, and .975/.954, respec-
tively. For Qwen3.6-35B-A3B on N+E, Ours improved over Direct by 6.69 recall points;
injected-set accuracy, F1, and MCC rose by 2.30, 2.61, and 4.33 points. On PhishFuzzer,
Robust was already near saturation: Ours retained .977 recall and .9824 injected F1, ef-
fectively matching Robust’s .978 and .9829.

Legitimate controls qualify these gains. ForQwen3.5-9B, Ours increased Robust’s .015/.021
FPR to .039/.042. Its injected-set MCC still improved, but through a measurable recall–
FPR trade-off. Qwen3.6-35B-A3B showed no PhishFuzzer FPR change and a smaller N+E
increase; DeepSeek-v4-pro Ours remained below .01 on both datasets.

5.2 Paired Robustness Gains and False-Positive Costs

Table 4 gives paired non-thinking comparisons. Corrected gains remained significant
for Qwen3.5-9B on both datasets and DeepSeek-v4-pro on PhishFuzzer: 42, 9, and 31
net recoveries, or 4.20, 3.77, and 3.10 recall points. Other positive differences were not
significant, and Qwen3.6-35B-A3B/PhishFuzzer had one net loss.

The principal cost also occurs for Qwen3.5-9B/PhishFuzzer: Ours introduced 25 errors
that Robust avoided and fixed one, adding 24 false positives and 2.40 FPR points (𝑝Holm =
9.66×10−6). No other non-thinking control difference remained significant. The strongest
Qwen3.5-9B recall result therefore has the clearest discrimination penalty.

Figure 2 extends the same view to thinking. Points above zero improve recall; points
left of zero reduce FPR. The non-thinking Qwen3.5-9B and DeepSeek-v4-pro gains oc-
cupy the upper-right quadrant, while thinking points cluster around zero or move down-
ward on N+E. This contrast motivates separate analysis of reasoning mode.
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Table 3: Detailed non-thinking results. Panel (a) measures ordinary
clean-email detection. Panel (b) measures resistance to injection: at-
tacked phishing recall (Att. R), its gain over Direct (Δ𝑅𝐷), injected-
legitimate false-positive rate (Ctrl. FPR), and metrics on their balanced
union (Inj.). Within each model–dataset block, the maximum is bold
except for FPR, where the minimum is bold.

(a) Clean-email detection capability

Model Data Protocol Acc. Precision Recall F1 MCC FPR

6*Qwen3.5-9B 3*PF Direct .9545 .9882 .9200 .9529 .9112 .0110
Robust .9540 .9924 .9150 .9521 .9108 .0070
Ours .9495 .9839 .9140 .9476 .9013 .0150

3*N+E Direct .9331 .9770 .8870 .9298 .8698 .0209
Robust .9268 .9811 .8703 .9224 .8591 .0167
Ours .9331 .9814 .8828 .9295 .8705 .0167

6*Qwen3.6-35B-A3B 3*PF Direct .9785 .9918 .9650 .9782 .9573 .0080
Robust .9770 .9958 .9580 .9766 .9547 .0040
Ours .9755 .9887 .9620 .9752 .9513 .0110

3*N+E Direct .9414 .9689 .9121 .9397 .8844 .0293
Robust .9477 .9735 .9205 .9462 .8967 .0251
Ours .9561 .9698 .9414 .9554 .9125 .0293

6*DeepSeek-v4-pro 3*PF Direct .9675 .9989 .9360 .9664 .9369 .0010
Robust .9660 .9989 .9330 .9648 .9340 .0010
Ours .9700 .9979 .9420 .9691 .9415 .0020

3*N+E Direct .9686 1.0000 .9372 .9676 .9391 .0000
Robust .9686 1.0000 .9372 .9676 .9391 .0000
Ours .9707 .9956 .9456 .9700 .9426 .0042

(b) Injection-resistance capability

Model Data Protocol Att. R Δ𝑅𝐷 (pp) Ctrl. FPR Inj. Acc. Inj. precision Inj. F1 Inj. MCC

6*Qwen3.5-9B 3*PF Direct .833 – .043 .8950 .9509 .8881 .7961
Robust .919 +8.60 .015 .9520 .9839 .9504 .9060
Ours .961 +12.80 .039 .9610 .9610 .9610 .9220

3*N+E Direct .824 – .038 .8933 .9563 .8854 .7942
Robust .883 +5.86 .021 .9310 .9769 .9275 .8659
Ours .921 +9.62 .042 .9393 .9565 .9382 .8793

6*Qwen3.6-35B-A3B 3*PF Direct .952 – .006 .9730 .9937 .9724 .9468
Robust .978 +2.60 .012 .9830 .9879 .9829 .9660
Ours .977 +2.50 .012 .9825 .9879 .9824 .9651

3*N+E Direct .891 – .029 .9310 .9682 .9281 .8647
Robust .941 +5.02 .042 .9498 .9574 .9494 .8997
Ours .958 +6.69 .050 .9540 .9502 .9542 .9080

6*DeepSeek-v4-pro 3*PF Direct .793 – .000 .8965 1.0000 .8846 .8106
Robust .944 +15.10 .003 .9705 .9968 .9697 .9423
Ours .975 +18.20 .007 .9840 .9929 .9839 .9682

3*N+E Direct .849 – .000 .9247 1.0000 .9186 .8592
Robust .941 +9.21 .004 .9686 .9956 .9677 .9386
Ours .954 +10.46 .008 .9728 .9913 .9723 .9463
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Table 4: Paired Ours versus Robust results for non-thinking inference.
𝑅−/𝑂+ means Robust wrong/Ours correct; 𝑅+/𝑂− is the reverse. Ad-
justed 𝑝 values come from separate 12-test Holm families for phishing
and legitimate controls; bold values mark Holm-significant differences.

Attacked phishing Legitimate control

Data Model 𝑅−/𝑂+ 𝑅+/𝑂− Δ𝑅 pp 𝑝𝐻 ΔFPR pp 𝑝𝐻
PF Qwen3.5-9B 46 4 +4.20 5.35e−9 +2.40 9.66e−6
PF Qwen3.6-35B-A3B 9 10 −0.10 1.00 0.00 1.00
PF DeepSeek-v4-pro 31 0 +3.10 1.02e−8 +0.40 1.00
N+E Qwen3.5-9B 9 0 +3.77 .0391 +2.09 .688
N+E Qwen3.6-35B-A3B 6 2 +1.67 1.00 +0.84 1.00
N+E DeepSeek-v4-pro 3 0 +1.26 1.00 +0.42 1.00
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Figure 2: Recall–false-positive trade-off of Ours relative to Robust. Q9,
Q35, and DS denote Qwen3.5-9B, Qwen3.6-35B-A3B, and DeepSeek-
v4-pro.

5.3 Task-Directed Staging Versus General Thinking

Thinking left little room for an additional staged-inference gain. On PhishFuzzer, the
Ours–Robust attacked-recall differences were +0.10, 0, and 0 points for Qwen3.5-9B,
Qwen3.6-35B-A3B, and DeepSeek-v4-pro. On N+E, they were +0.42, −0.42, and −2.51
points in the same order. None was Holm-significant. Thus, the statistically supported
incremental gains occur only under non-thinking inference.

Ours non-thinking averaged 36.2, 37.7, and 38.7 output tokens forQwen3.5-9B, Qwen3.6-
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Figure 3: Effectiveness–output-token trade-off.Marker shape identifies
the inference route and color identifies the model. Tokens are averaged
over both datasets and all conditions; MCC is dataset-specific. Q9, Q35,
and DS denote Qwen3.5-9B, Qwen3.6-35B-A3B, and DeepSeek-v4-pro.

35B-A3B, and DeepSeek-v4-pro; Direct thinking averaged 1812.5, 1360.5, and 289.6. The
corresponding savings were 98.0%, 97.2%, and 86.6%. However, Ours non-thinking did
not always match thinking utility; the complete cross-route comparison is developed in
Sect. 6.

6 Discussion

6.1 Interpreting Injection-First Staged Inference

The non-thinking results fit the protocol’s intended role. Robust provides explicit prompt-
injection guidance; Ours additionally orders the assessment and exposes an auxiliary
state. The three Holm-significant non-thinking recall gains are consistent with the in-
tended benefit of making this assessment explicit.

6.2 Task-Directed Reasoning and the Role of Thinking

Figure 3 and Table 5 compare three deployment routes. Ours non-thinking always oc-
cupies the low-output region. Its effectiveness varies by model. Qwen3.5-9B trails both
thinking baselines on both datasets. Qwen3.6-35B-A3B falls between the two thinking
baselines on each dataset. DeepSeek-v4-pro exceeds both thinking baselines on Phish-
Fuzzer and is slightly above Robust thinking on N+E. These results support compact
staging as a substitute for general thinking only for some model–dataset combinations.

Relative to Direct or Robust non-thinking, the auxiliary fields raise mean final output
from roughly 7–11 to 36–39 tokens. The 36–39-token mean remains far below the think-
ing routes, where reasoning dominates. Qwen3.5-9B shows that the additional thinking

62



Emerging Technologies and Intelligent Systems: Theory, Applications and Innovations

Table 5: Task-directed non-thinking inference versus general think-
ing. Clean F1 measures ordinary detection capability; injected MCC
measures balanced attack and legitimate-control discrimination. To-
ken counts cover the final recorded output (reasoning plus final an-
swer), aggregated over both datasets and all three conditions. Within
each model block, maximum effectiveness and minimum token cost
are bold.

Model Route PF clean F1 PF inj. MCC N+E clean F1 N+E inj. MCC Mean tok. p95 tok.

3*Qwen3.5-9B Ours non-think. .9476 .9220 .9295 .8793 36.2 46.0
Direct think. .9747 .9310 .9706 .9207 1812.5 3844.0
Robust think. .9737 .9365 .9642 .9250 1571.5 3190.5

3*Qwen3.6-35B-A3B Ours non-think. .9752 .9651 .9554 .9080 37.7 49.0
Direct think. .9900 .9750 .9686 .9293 1360.5 3059.3
Robust think. .9870 .9604 .9793 .9021 1441.8 3396.5

3*DeepSeek-v4-pro Ours non-think. .9691 .9682 .9700 .9463 38.7 48.0
Direct think. .9604 .9475 .9614 .9376 289.6 609.0
Robust think. .9726 .9600 .9660 .9456 299.4 618.5

budget can nevertheless improve utility on both datasets.
Under thinking, the Ours–Robust differences shrink toward zero. A plausible explana-

tion is that thinking already resolves the trust conflict, leaving little benefit for explicit
staging. The protocol is most useful where thinking is disabled or undesirable.

6.3 Security Utility Requires Legitimate Discrimination

Qwen3.5-9B/PhishFuzzer had both the largest recall gain and a significant 2.4-point FPR
increase; reporting only the former would overstate security benefit.

Classifier robustness is thus joint clean utility, target-class robustness, and non-target
discrimination. Balanced injectedMCC summarizes the confusionmatrix but not deployment-
specific costs, so recall, FPR, and paired directions remain separate. Different mail sys-
tems may rationally choose different frontier points and should select a route using their
local costs for missed phishing and false alarms.

6.4 Model Dependence and Deployment Implications

Under non-thinking inference, theOurs–Robust recall gain is Holm-significant for Qwen3.5-
9B on both datasets and for DeepSeek-v4-pro on PhishFuzzer. Qwen3.6-35B-A3B already
reaches .978 Robust recall on PhishFuzzer, leaving little room for improvement. Under
thinking, none of the recall differences is Holm-significant, and control FPR can rise.

Ours non-thinking is a candidate low-output screening route. Deployment requires
validation on both attacked targets and matched non-target controls for the selected
model.
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In practice, the protocol can operate as one signal in a defense-in-depth mail pipeline.
The auxiliary injection flag can route suspicious messages to a stricter model or an an-
alyst, while the phishing decision continues to depend on the deceptive meaning and
requested actions of the message. Operators should calibrate that routing policy on their
ownmail distribution and explicitly price false negatives against the additional false pos-
itives observed for some model–dataset pairs. Beyond prompt injection, operators can
instantiate the same staged pattern for other deployment-specific confounders: an aux-
iliary stage can first identify and summarize a confusing signal, after which the final
stage judges phishing independently of that state. This decomposition can reduce the
difficulty of the final decision, but each extension requires its own task definition and
matched target and non-target validation; the present evidence covers classifier-directed
prompt injection only. Operators should also revalidate the selected route after model,
prompt, or provider updates, because the measured frontier is model-dependent rather
than a protocol guarantee.

7 Threats to Validity and Limitations

Attack validity. Fifteen templates across five families and three positions omit adaptive,
multi-turn, attachment, subject-only, and hidden HTML/CSS attacks. Although the sim-
ulation considers multiple attack types and insertion patterns, its coverage remains lim-
ited. Public benchmark datasets specifically targeting prompt-injection attacks against
phishing-email detection also remain scarce.

Dataset class proportions. To demonstrate the effects of the proposed method, this
study reports phishing recall and legitimate-email false-positive rate on the evaluated
datasets. However, the proportion of phishing and legitimate messages in these datasets
differs from that of real-world email streams, where legitimate messages are generally
much more prevalent. The reported recall–false-positive trade-offs should therefore be
interpreted within the evaluated dataset proportions and may not directly represent per-
formance under operational email distributions. Futurework should evaluate themethod
on naturally imbalanced email streams.

Binary classification scope. To simplify the problem and remain consistent with the
binary labels provided by most public phishing-email datasets, this study considers only
phishing and legitimatemessages. In real-world settings, however, the available evidence
may sometimes be insufficient for a definitive binary decision, and a message may in-
stead need to be treated as suspicious until additional information, such as its URL, at-
tachment, sender identity, or conversation context, is examined. The present evaluation
does not cover such an intermediate state. Future work will extend the proposed ap-
proach to support suspicious or uncertain cases in amulti-class or selective-classification
setting.
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8 Conclusion

This paper treated prompt injection as an integrity threat to LLM phishing detection.
Injection-first staged inference makes the trust conflict an ordered auxiliary task: it as-
sesses classifier-directed instructions before phishing without treating injection pres-
ence as the label. The paired evaluation tests clean utility, attacked-phishing recall, and
matched legitimate false positives.

Across threemodels and two datasets, incremental evidence is strongest in non-thinking
inference: recall improves significantly over Robust in three model–dataset configura-
tions, but gains narrow under thinking and one carries a significant false-positive cost.
Staging uses tens rather than hundreds or thousands of output tokens while not always
matching thinking utility. It provides a bounded robustness–cost option under the eval-
uated classifier-directed injection settings. Future work should test adaptive and multi-
modal attacks and evaluate additional models.
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